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Adovice for Parents and Carers

Welcome to our Latest Safeguarding newsletter.
We aim to provide you with useful links, tips and the latest, relevant help and advice on
Lssues we feel will be of importance to You.
If you would Like any more tnformation, please oo not hesitate to contact the school

[ DANGERS OF HIPAL APP — WHAT YOU NEED TO KNOW }

A recent study by the Co-Op Foundation found that 95% of children and young people
admitted to occasionally feeling lonely. So it’s easy to understand how networking apps
like HiPal — with the tempting lure of massive amounts of ‘exciting’ new people to
befriend and interact with online — has become hugely popular.

HiPal is a trending social media app which turns phones into walkie-talkies, allowing
people to have voice conversations with friends or strangers. There are two account
options: one for users aged under 12 and one for those aged 12 or above. The former
has fewer features and limits interaction with strangers; enabling use of the walkie-
talkie feature or photo sharing with friends and family only. The 12+ accounts offer
more options, including adding strangers as friends, sharing photos and videos publicly,
send private messages and holding voice chats with strangers as well as friends.

HiPal has attracted concerns around its use as a potential platform for sexting

In the National Online Safety guide below, you'll find tips on a number of potential risks
such as contact with strangers, dangerous challenges and intrusive features.




At National Onfine Safety, we belleve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one app of many which we believe trusted aduits should be aware of. Please visit www.nationalonfinesafety.com for further guides, hints and tips for adults,
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Good to know — minimum age limits for populasr apps

Facebook (minimum age 13) — lets users create their own profiles, share status updates, pictures, videos and
chat with other users and also has a messenger app.

Instagram (minimum age 13) — allows users to alter photos, upload them and share to other social networking
sites. Photos and videos can be sent directly to specific users.

Snapchat (minimum age 13) — a photo-sharing app where users can send photos or videos to their friends.
These will display on screen for up to ten seconds before being deleted, although it is possible to take
screenshots of messages and download other apps designed to capture and save Snapchat content.

TikTok (minimum age 13) — TikTok users can make their own short videos on the mobile app and often like
to have music accompany these. The users have creative control over the videos. Other TikTok users can
‘react’ to videos they see by filming their responses alongside the original video, or ‘duet’ by making a video
alongside another video.

Twitter (minimum age 13) — a social network that lets users send and read ‘Tweets’: messages limited to 280
characters.

Tumblr (minimum age 16) — a social networking site where users can post blogs and follow other people’s
blogs. Some of the content on this site includes sexual and/or pornographic images.

WhatsApp (minimum age 16) — a free-of-charge, real-time messaging service. Users can share images and
videos, take part in ‘group chats’ and share locations. As it’s based on knowing the user’s phone number, you
can only message users if you already have this information.

YouTube (minimum age 16) — allows users to watch, create and comment on videos. The dislike button can
create insecurities with content posted even if comments are turned off for the video.

“Hi Mum” SCAM ALERT

ﬂhere has been an increase in h

phishing scam, often known as
‘Hi Mum’. The scam involves the

authentic looking messages or

2 Top Sigwns to Spot the “HL Mum” Scam

impersonation of friends or Unknown Instead of using a name, Saying their
family members and can be Number writing: ‘It’s me’ or not phone is lost
conducted through text message stating who it is or broken
or an instant messaging service,
such as WhatsApp. . . _\ 7 = -\ - - -\
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emails pretending to be someone
else in order to gain access to
your personal information and/or
account details.

The ‘end game’ for the scammers
is to access your banking and/or
private information, which they

financial gain.

can then use for their own

Hi mum I'm texting
you off my friends
phone I've smashed
mine and their phones
about to die, can you
WhatsApp my new
number

please x
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matters.org Social Media Benefits

Despite the risks, social media platforms can offer children and young people valuable
opportunities to develop digital literacy skills and build a good digital footprint.
Although social media can present some risks, it’s important to understand what the
benefits are to give your child the guidance they need to make the best out of their
social media use.

Broaden connection and understanding of the world
Children can learn and appreciate different perspectives and worldviews to better understand the world
around them and build up their knowledge on a range of topics.

Develop communication and technical skills

As social media is now a part of everyday life, it is important for children and young people to learn how
to communicate online to prepare them for future opportunities in the workplace and support them in
interacting with friends and family.

Removing boundaries to develop connections
For children who may not feel they can connect with others within their community, it can be a great
way to connect with other people who share their ideas and interests.

A place to seek support

It can open up opportunities to offer support to friends and family that may be experiencing a particular
issue. On the flip side for some young people, it can be a place where they can seek support if they are
going through something that they cannot talk to those close to them about.

5 tips to help young people make the most of social media

Be a good role model - Talk about striking the right balance =
Stay socially engaged =
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their social media. Children and young people tend to copy

Actively look for moments to discuss what they post, who outside of social media to ensure they aren't overeliant on
behaviours so it's important to reflect the same values you'd - ‘ . ‘

they share with and how what they see on their social feed approval and opinions of social media users, which are
|ike them to adopt. o

impacts them to offer support at the right time. purely onling and could negatively impact them.
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Promote social good o Equip them with the right tools -

Look for ways that they can do good by using their social ) .
Ensure teens know how to make use of the social platforms
media following, whether it's promoting a cause that will

: ! ; ; privacy settigns to stay in control of who they share with
benefit others or sharing something that will offer support

and contribute positively to their digital footprint and when and what appears on their account from athers



Safer Internet Day 2023 will take place on the 7th
February 2023

Safer nternet day s joined by organisations worldwide tn approximately 170 countries tn
an effort to make the nternet a safe place for children § young people.

Whilst we believe that every day is a safer internet day here at Learning Opportunities,
the official annual event to promote the safe, responsible and positive use of digital
tech among children and young people will be based around the theme
“Want to talk about it? Making space for conversations about life online”.

A Want to talk about it?

Students will be engaging in a range of activities that are designed to put children and
young people’s voices at the forefront of the campaignh, encouraging them to help
shape the future of online safety support.

our Safeguarding Team are always available to offer support and
guldance on any safeguarding issues or concerns.

/ Our Safeguarding Team \

\Simon Cath /

Our School website features a Safeguarding area which includes links to our policies and our parents / carers & visitors
Safeguarding leaflet
https://learningopps.org/safeguarding/

Please contact Simon Graydon (Designated Safeguarding Lead) if you have any Safeguarding / Child
Protection concerns: simong@learningopps.org 01304 381906 / 07394 984289 /01304 371527
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